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National Response Framework
In a major disaster, the resources and expertise of Federal 
departments and agencies are deployed to provide State 
and local governments with support during disaster 
response and recovery.

• The NRF provides foundational emergency management doctrine for 
how the Nation responds to all types of incidents. 

• Scalable, flexible and adaptable
• Highlights the importance of sustaining essential community lifelines.

• Community Lifelines - services that enable the continuous operation of 
critical government and business functions and are essential to human 
health and safety or economic security.

Presenter
Presentation Notes
In a major disaster, the resources and expertise of Federal departments and agencies are deployed to provide State and local governments with support during disaster response and recovery. ESF #12: Provides technical expertise to energy asset owners and operators, other Federal agencies, and local, state, tribal, territorial, and insular area governments and conducts field assessments as needed Collects, evaluates, and shares information on energy system damage and provides estimations on the effect of energy system outages within affected areas, as well as the potential regional and national impact Through coordination with the Department of Energy (DOE) as the primary agency, assists government and private sector stakeholders in overcoming inherent challenges associated with reestablishment of the energy system Provides information, through coordination with DOE Headquarters, concerning the status of energy reestablishment efforts to include geographic data; projected schedules; stabilization and reestablishment tracking and completion percentages; and other information as appropriate. 
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Prioritized Stabilization of Community Lifelines
Stabilizing community lifelines is the primary effort during response 
to lessen threats and hazards to public health and safety, the 
economy, and security.

• Community lifelines represent only the most basic services a 
community relies on and which, when stable, enable all other activity 
within a community

• Reframe incident information to provide decision
makers with root cause and impact analysis.

• Emergency Support Functions (ESFs) deliver core capabilities to 
stabilize community lifelines for an effective response

The Application of Community 
Lifelines to Support Emergency 
Management
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Emergency Support Functions (ESFs)
Federal ESFs bring together the capabilities of federal departments
and agencies and other national-level assets.
• Not solely attributed to only one agency, but groups of organizations that work 

together to deliver core capabilities to stabilize community lifelines in support 
of an effective response.

• NRF defines a primary or coordinating agency for each ESF.

ESF Primary agencies
• Orchestrates support and 

strategy development
• Coordinates support 

agencies
• Monitors progress
• Assists with incident 

planning, short-term 
recovery and transition to 
long-term recovery
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Unified Coordination
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Community Lifeline - Energy
Services provided for electric power infrastructure, composed of 
generation, transmission and distribution systems, as well as gas and 
liquid fuel processing, transportation and delivery systems.  
Disruptions can have a limiting effect on the functionality or other 
community lifelines.

Focus on primary services but 
include in-depth consideration of 
critical infrastructure and 
interdependencies
- Energy impacts all lifelines
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ESF #12 - Energy
The National Response Framework identifies the Department of 
Energy (DOE) as the federal coordinating agency for ESF #12. 

Office of Cybersecurity, Energy Security, and 
Emergency Response (CESER)
• Supports preparedness and response efforts in the 

energy sector. 
• During an incident requiring a coordinated federal 

response, CESER activates the Energy Response 
Organization (ERO) to manage ESF #12 and Sector 
Specific Agency (SSA) activities, including deployment 
of ESF #12 responders and sector engagement.

Presenter
Presentation Notes
In a major disaster, the resources and expertise of Federal departments and agencies are deployed to provide State and local governments with support during disaster response and recovery. ESF #12: Provides technical expertise to energy asset owners and operators, other Federal agencies, and local, state, tribal, territorial, and insular area governments and conducts field assessments as needed Collects, evaluates, and shares information on energy system damage and provides estimations on the effect of energy system outages within affected areas, as well as the potential regional and national impact Through coordination with the Department of Energy (DOE) as the primary agency, assists government and private sector stakeholders in overcoming inherent challenges associated with reestablishment of the energy system Provides information, through coordination with DOE Headquarters, concerning the status of energy reestablishment efforts to include geographic data; projected schedules; stabilization and reestablishment tracking and completion percentages; and other information as appropriate. 
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Primary Functions of ESF #12
• Assess the impacts of a physical and cyber disaster on local and 

regional energy infrastructure
• Provide consistent and accurate situational awareness updates to 

Federal, state, and private sector partners
• Facilitate legal and regulatory waivers to accelerate restoration of 

damaged energy systems and components
• Provide technical expertise on energy damage assessment, restoration 

and logistical assistance as requested
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Presentation Notes
In a major disaster, the resources and expertise of Federal departments and agencies are deployed to provide State and local governments with support during disaster response and recovery. ESF #12: Provides technical expertise to energy asset owners and operators, other Federal agencies, and local, state, tribal, territorial, and insular area governments and conducts field assessments as needed Collects, evaluates, and shares information on energy system damage and provides estimations on the effect of energy system outages within affected areas, as well as the potential regional and national impact Through coordination with the Department of Energy (DOE) as the primary agency, assists government and private sector stakeholders in overcoming inherent challenges associated with reestablishment of the energy system Provides information, through coordination with DOE Headquarters, concerning the status of energy reestablishment efforts to include geographic data; projected schedules; stabilization and reestablishment tracking and completion percentages; and other information as appropriate. 



The Department of Energy (DOE) is the coordinating agency for Emergency Support Function 
(ESF) #12, under the National Response Framework, and the Sector Specific Agency (SSA) for 
the energy sector, pursuant to Presidential Policy Directive (PPD) 21, PPD 41, Executive Order 
13636, and the FAST Act. 

Drivers and Authorities

Principle Authorities and Framework Description

Presidential Policy Directive 8 (PPD-8), National
Preparedness

Integrates efforts across the mission areas of
Prevention, Protection, Mitigation, Response and
Recovery

Presidential Policy Directive 21 (PPD-21), Critical
Infrastructure Security and Resilience

Develop a situational awareness capability that
addresses both physical and cyber aspects of critical infrastructure roles 
and responsibilities.

Homeland Security Presidential Directive 7 (HSPD-7) Establishes a national policy for Federal departments and agencies to 
identify and prioritize critical infrastructure and to protect them from 
terrorist attacks.

Less commonly used authorities include:

• Defense Production Act of 1950 • Federal Energy Administration Act of 1974 • Industrial Fuel Use Act of 1978

• Department of Energy Organization Act • Federal Power Act • FAST Act

• Energy Policy & Conservation Act • Natural Gas Act, Natural Gas Policy Act

Presenter
Presentation Notes
Presidential Policy Directive / PPD-8: National PreparednessThis directive is aimed at strengthening the security and resilience of the United States through systematic preparation for the threats that pose the greatest risk to the security of the Nation, including acts of terrorism, cyber attacks, pandemics, and catastrophic natural disasters. Our national preparedness is the shared responsibility of all levels of government, the private and nonprofit sectors, and individual citizens. Everyone can contribute to safeguarding the Nation from harm. As such, while this directive is intended to galvanize action by the Federal Government, it is also aimed at facilitating an integrated, all-of-Nation, capabilities-based approach to preparedness.Other Authorities:DPA: Permits priority performance of contracts to promote national defense and can include “emergency preparedness activities conducted” per the Stafford Act. DPA priority contracting and allocation authorities can be used to expedite repairs to damaged energy facilities, and for other purposes, including directing the supply or transportation of petroleum products, to maximize domestic energy supplies, meet defense energy needs, or support emergency preparedness activities.DOE Organization Act & Federal Power Act: DOE has authority to obtain current information regarding emergency situations on the electric supply systems in the United States.  DOE has established mandatory reporting requirements for electric power system incidents or possible incidents. This reporting is required to meet DOE’s national security requirements and other responsibilities.Energy Policy & Conservation Act: DOE’s Office of Electricity Delivery and Energy Reliability may provide input to the Office of Fossil Energy regarding the Secretary of Energy’s authority to recommend the President drawdown the Strategic Petroleum Reserve and/or the Northeast Home Heating Oil Reserve to prevent or alleviate potential petroleum supply disruptions.Federal Energy Administration Act of 1974: Grants DOE the authority to collect, assemble, evaluate, and analyze energy information.Federal Power Act: The Secretary of Energy has authority with regard to reliability of the interstate electric power transmission system. DOE also has the authority to gather information regarding reliability issues and to make recommendations regarding industry security and reliability standards. Under Section 202(c), the Secretary of Energy has authority in time of war or other emergency to order temporary interconnections of facilities and generation, delivery, interchange, or transmission of electric energy that the Secretary deems necessary to meet an emergency.Natural Gas Act, Natural Gas Policy Act: Authorizes DOE to purchase natural gas and allocating supplies of natural gas during an imminent shortage.Industrial Fuel Use Act of 1978: I got nothing…..Stafford Act: DOE supports DHS/FEMA relief efforts by assisting federal, State, and local government and industry with their efforts to restore energy systems in disaster areas. When necessary, DOE also may deploy response staff to disaster sites. DOE is the Sector-Specific Agency for energy and is also is the lead agency directing Emergency Support Function-12 (Energy), which assists the restoration of energy systems and provides an initial point-of-contact for the activation and deployment of DOE resources. 



Drivers and Authorities continued…

Natural Hazards
Cyber Attack

Physical Attack
EMP
GMD

Preparedness & Exercises Response & Restoration

• Energy Sector Exercises
• SLTT Energy Assurance
• SSA Responsibilities
• Risk & Hazards Analysis
• International & Defense
• Cyber Preparedness

• Emergency Response
• Cyber Incident Coordination

SRMA
• PPD-8 – Preparedness
• PPD-21 – Infrastructure
• PPD-41 – Cyber

ESF #12
• PPD-44 – Response
• NRF
• Stafford Act

Coordination with Federal Interagency, Regional, State and Industry Partners

• PPD-21 identifies 16 critical infrastructure sectors (vital to US security, economic security 
and public health and safety).  Each sector has a defined Sector Risk Management Agency 
(SRMA). DOE is the SRMA for the Energy Sector.

• Situational Analysis

Situational Awareness

Situational Awareness

Presenter
Presentation Notes
From the Department of Homeland Security: https://www.dhs.gov/sector-specific-agenciesSector-Specific AgenciesThe nation’s critical infrastructure provides the essential services that underpin American society and serve as the backbone of our nation's economy, security, and health. We know it as the power we use in our homes, the water we drink, the transportation that moves us, and the communication systems we rely on to stay in touch with friends and family.Presidential Policy Directive 21 (PPD-21): Critical Infrastructure Security and Resilience spells out the policy for how the federal government builds trusted partnerships and “advances a national unity of effort to strengthen and maintain secure, functioning, and resilient critical infrastructure.”There are 16 critical infrastructure sectors whose assets, systems, and networks, whether physical or virtual, are considered so vital to the United States that their incapacitation or destruction would have a debilitating effect on security, national economic security, national public health or safety, or any combination thereof.Energy SectorThe U.S. energy infrastructure fuels the economy of the 21st century. Without a stable energy supply, health and welfare are threatened, and the U.S. economy cannot function. Presidential Policy Directive 21 identifies the Energy Sector as uniquely critical because it provides an “enabling function” across all critical infrastructure sectors. More than 80 percent of the country's energy infrastructure is owned by the private sector, supplying fuels to the transportation industry, electricity to households and businesses, and other sources of energy that are integral to growth and production across the nation.Presidential Policy Directive 41 (PPD-41), United States Cyber Incident Coordination (July 2016), provides three concurrent lines of effort to respond to any cyber incident involving government or private-sector entities: (1) threat response; (2) asset response; and (3) intelligence support and related activities.SSA – Sector Specific Agency



All Hazard Response

FEMA/Stafford Act Events 

Hurricanes
Severe Weather
Earthquakes
Wildfires

Non-Stafford Act Events Pipeline Disruptions

NSSE and SEAR Events State of the Union
Super Bowl

Physical Infrastructure Enbridge
Merrimac

Cyber Events Cyber Incidents 
Ransomware

NSSE – National Special Security Event
SEAR – Special Event Assessment Rating



ESF #12 Functions

To fulfill DOE’s responsibilities as the coordinating agency for ESF 
#12, CESER manages a cadre of volunteer ESF #12 responders, from 
across the Department. Upon activation of ESF #12 by FEMA or DHS, 
or a request for ESF #12 support from a State, DOE deploys 
responders to the:

• FEMA National Response Coordination Center
• FEMA Regional Response Coordination Centers
• FEMA Joint Field Offices 
• State Emergency Operations Centers. 



ESF #12 Community and Partners

Presenter
Presentation Notes
Industry PartnersIndustry representatives and senior leadership impacted by the event would be invited to participate in the Energy Restoration Team if needed. The following is list of Associations that would be invited and their role: a) American Public Power Association (APPA): APPA would participate as one of the electricity sub-sector partners and interface with the electrical public power providers on the status of recovery efforts and energy issue resolution. b) Edison Electric Institute (EEI): Interface with the electrical industry to status recovery efforts and mutual aid agreements as a member of the electricity sub-sector partnership. c) National Rural Electric Cooperative Association (NRECA): NRECA would be involved in interfacing with the Cooperative electricity providers to expedite restoration of power. d) American Petroleum Institute (API): Interface with the petroleum industry as one of the Oil and Natural Gas sub- sector partners to communicate issues to the industry and facilitate solutions to energy issues such as fuel supply and distribution. e) American Gas Association (AGA): AGA communicates with the damaged area’s Natural Gas providers to address energy supply and distribution issues. f) Association of Oil Pipelines (AOPL): Interface with the petroleum industry as one of the Oil and Natural Gas sub- sector partners to communicate issues associated with pipelines. g) International Liquid Terminals Association (ILTA): The ILTA will be a part of the Oil & Natural Gas sub-sector group working to address terminal status during international events. h) Interstate Natural Gas Association of America (INGAA): The INGAA represents the Interstate Natural Gas companies and would work to address a supply issues associated with the natural gas pipeline infrastructure. 



ESF#12 Targeted Regional Positions

Each FEMA Region has an assigned DOE ESF #12 Regional Coordinator, whom 
maintains regular contact and supports planning efforts with regional and state 
counterparts. Additionally, a subset of ESF #12 responders are part of the ESF 
#12 Catastrophic Incident Response Team (CIRT) to respond to catastrophic 
incidents. 

• 130 active volunteers from across DOE complex



ESF #12 Catastrophic Incident Response Team (CIRT)

EROD

Operations 
Chief

NRCC FEMA 
Region

RRCC JFO

DOE CIRT

SEOC AFO

Deployment 
Coordination

Safety 
Officer

Planning 
Chief

LFA 
Chief

ESF #12 responders 
that have specialized 
training and skillsets.

Forward deploy for 
notice events.

The response team 
consists of two SMEs 
and a Communicator/ 
LNO responder.



Activations: Timeline

FEMA 
Places 

ESF#12 on 
Enhanced 
Watch in 

Response to 
Weather

Regional 
Coordinator

/EOC 
Receives 

Activation 
Notice From 

Region

Leadership 
Update  #1

DOE/ERO 
Activated 

and 
availability 
requested

Battle 
Rhythm

Leadership 
Update #2

120-96 
Hours Prior

96-72 
Hours Prior

48 Hours 
Prior

24 Hours 
Prior Landfall

12 Hours 
After

24 Hours 
After

10 Days 
After

Situational 
Report 
(am)

Second 
Wave 

Deployed 
to the 

JFOs and 
SECOs

Situational 
Report 
(pm)

Transition to 
NDRF ESF#3 

Primary 
Agent

FEMA 
Region 

Activates 
at a Level 
II/III with 
day shift 
and/or 

night shift

Availability 
List

RC 
Activates 

in the 
Response 

Center

Volunteers 
Acquire 

Supervisor 
Approval

Deployment 
Orders/ 

Deployment 
Schedule

Second 
Wave of 

Volunteers 
on 

Standby

Field 
Input 
(AM)

Field 
Input 
(PM)

Long Term 
Staffing Plan 
Developed in 
Anticipation 
of a 2 Week 
Deployment

FEMA 
Downgrades 

Activation 
Level and 

Demobilizes 
ESF#12

Final 
Leadership 

Update

HAZARD 
ZONE

Stafford/ESF#12 Notice Event Timeline



Activations: Levels

Steady State:
- CEOC 24/7 Watch (NA-44)
- ISER Situational Analysis and Daily Reporting

DOE/ERO
Activation Level

Criteria Staffing Products

I
(Major Event)

• FEMA Level I Activation
• Major Disruption to Energy Systems
• Electrical Outages outage total  >1,000,000 customers 

without power
• Outages > 25% of a state OR 
• Unique Circumstances

DOE
Partial to full staff at HQ 
and field
FEMA
Partial to full ESF #12 
staffing
(with 24/7 Coverage)

Situation Report

II
(Significant Event)

• FEMA Level II Activation
• Significant Disruption to Energy Systems
• Spot outage total  >500,000 customers without power OR
• Outages > 20% of a state OR 
• Unique Circumstances

DOE
Partial staff at HQ
May deploy to the field
FEMA
Moderate ESF #12 staffing 
(day-shift only)

Spot Report

III
(Enhanced Watch)

• FEMA Level III Activation
• Requirement for Enhanced Watched Activity
• Spot outage total  >250,000 customers without power OR
• Outage > 15% of a state OR
• Unique Circumstances

DOE
Minimal staff at HQ
FEMA
Minimal or virtual ESF #12 
staffing

DOE Leadership 
Awareness Alert

IV
(Steady State)

• Steady State Monitoring

DOE
Routine monitoring and 
situational awareness
FEMA
No requests

CESER Daily 
Monitoring

Presenter
Presentation Notes
Enhanced Watch:- Regional response team availability- Staffing:  NRCC, Regions, States, ERO- Deployment coordination- Mission assignmentsSteady State:�- CEOC 24/7 Watch (NA-44)�- Situational Analysis and Daily Reporting



Products and Tools

EAGLE-I
Provides near-real time power outage information and platform for 
DOE’s situational awareness products

Pre-Storm Regional Overview
Primer to provide an overview of energy sector in a potentially impacted 
region

Situations Reports
Comprehensive overview on the status of the energy sector during an 
incident DOE produces both an Official Use Only and public version

Predictive Power Outage Estimates
Provides estimate of peak customer outages within the 72-hour forecast 
using the Argonne National Lab HEADOUT model

Imagery, Flood Detection, & Damage Assessments
Provide post-incident imagery and flood detection around key energy 
assets and working towards automated damage detection



EAGLE-I

Real-Time Energy 
Monitoring 
Dashboard 

https://eagle-
i.doe.gov/login/account-request

https://eagle-i.doe.gov/login/account-request


Situation / Spot Reports

• Event Summary
• DOE Actions
• Electricity Sector Info
• ONG Sector Info
• Declarations and Waivers

• Distribution lists:
• Limited TLP Protocol - Amber (OUO)
• Public version



Energy Sector Risk Profiles

Overview of Regional 
and State Risks and 
Hazards

• Electricity
• Natural Gas
• Petroleum

State and Regional 
Energy Risk Profile 

Link

https://www.energy.gov/ceser/state-and-regional-energy-risk-profiles

https://www.energy.gov/ceser/state-and-regional-energy-risk-profiles


SLTT Program Resource Library

• Tools
• Case studies
• Guides 
• Reports
• Presentations
• Webinars/training

Link to SLTT Resource 
Library

https://www.energy.gov/ceser/sltt-program-resource-library

https://www.energy.gov/ceser/sltt-program-resource-library


DOE Cyber Response Overview



Questions??

Don Ferguson
DOE ESF #12 FEMA Region VII Regional 
Coordinator
304-285-4192 office
304-216-2426 cell
donald.ferguson@netl.doe.gov

Rob Gross
DOE ESF #12 FEMA Region VII Regional 
Coordinator Alt
304-285-4374 office
304-216-0902 cell
Robert.gross@netl.doe.gov
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