Note: These minutes are a draft and are not to be considered official until approved at the next meeting.

Iowa 911 Communications Council Meeting
Thursday, May 13th, 2021
9:00 – 10:15 AM
Virtual Meeting via Internet/Phone

Call to Order

The meeting was called to order by Chair Rob Rotter at 9:00 A.M. and a quorum was
determined from the roll call.
Roll Call
Iowa Association of Public Safety
Communications Officers (APCO) Secretary
Iowa Chapter of the National Emergency
Number Association (NENA)
Iowa Geographic Information Council

alternate
alternate

alternate
Iowa State Sheriffs & Deputies Association (ISSDA)
alternate
Iowa Peace Officers Association (IPO)
alternate
Iowa Professional Firefighters (IAPFF)
alternate
Iowa Firefighters Association (IFA)
alternate
Iowa Emergency Managers Association (IEMA)
alternate
Iowa Department of Public Safety (IDPS)
alternate
Iowa Emergency Medical Services Association (IEMSA)
alternate
Iowa Telephone Association <15,000
alternate
Iowa Telephone Association >15,000
alternate
Cellular Providers
alternate
PCS Providers
alternate
Auditor of the State, Ex-Officio member

Representative

Attendance

Cara Sorrells
Angie Dobyns

Present

Tracey Bearden
Kirk Hundertmark
Lawrence Hartpence
vacant
Robert Rotter
Dean Kruger
George Griffith
vacant
Mike S. Bryant
Doug Neys
Mark Murphy
Tom Berger
Jeff Anderson
Mindy Benson
Richard Pierce
Robert Johannesen
Rob Dehnert
Paul Andorf
Jack DeAngelo
Pat Snyder
Taylor Teepell
Wayne Johnson
Steve Zimmer
Bill Tortoriello
Joe Sargent
vacant
John McCormally

Present
Present
Present

Staff:
Blake DeRouchey, 911 Program Manager
Guests also present by teleconference:
Chris Maiers, ISICSB SWIC

Present
Present
Present
Present
Present
Present
Present
Present
Present
Absent
Absent
Absent
Absent
Present

Brad Button, Des Moines PD

Allie Bright, 911 Program Planner
Doug McCasland, Warren County 911
Cherese Sexe, Humboldt County 911
Mike Hardy
Darin Riney, Westcom
Jeremy Cremeans, Tama County 911/EMA
Kathy Herrick, Floyd County 911
Mike Lauer, ICN
Brenda Vande Voorde, Fayette County 911
Paul Guest, Zetron
Cheryl Eklofe, Mahaska County SO
Bobbie Wells, Sac County 911
Sarah McClure, Ames PD
Curtis Pion, Polk County SO
Drew Fioranelli, Datamark
Anna Voss, ILEA
Joel Martin, Iowa Utilities Board
Jim Lundsted, CISA
Kimberly Elder
Jennifer Ackerman, Winnebago County

Bill Burnett, Comtech
Jordon Sanders, Shelby County
Matthew Alvarado
Chad Gappa
Marcia Slycord, Pella PD
Lynne Warren, Zetron
Stephen Rodriguez, ICN
Hollie Davidson, ISICSB
Paul Trewin, CentralSquare
Jeremy Logan. Oelwein PD
David Donovan, SECC
Kenneth Weber
Marie Carlson, RACOM
Donald Pool, Van Buren County EMA
Allan Glandon, Keokuk County BOS
Erin Froning, Cerro Gordo County
Paige Baetsle, Iowa County 911
John Drury, Lumen
Thomas Millikin, Ottumwa PD
Terry Brennan, RACOM

Introductions
Chair Rob Rotter welcomed everyone. A roll call was conducted by Secretary Cara Sorrells of
the board members in attendance. A quorum was established, and the meeting continued.
Approve the Agenda
Chair Rob Rotter asked for a motion to approve the agenda as presented. Motion by Mark
Murphy to approve the agenda. Seconded by Tracey Bearden. All ayes. Passed.
Approve the Minutes
Chair Rob Rotter asked for a motion to approve the previous meeting minutes. Motion by Jeff
Anderson to approve the minutes. Seconded by Tracey Bearden to approve the minutes of April
8th, 2021. All ayes. Passed.
State of Iowa Administrator Reports (Blake DeRouchey)

Program Manager Report
•
•
•
•
•

Quarterly Financials
Wireless Operating System Upgrade May 25
End of year pass-through amount
PSAP move requests for ICN should be in by July 15 in advance of winter
Disaster Recovery Truck operational and ready for deployment

2021 GIS Information
Benchmarks 2021
Upload within 6 month period
98% GIS
98% ALI to Road Center Line
Possible Benchmarks 2022
Upload within 6 month period
98% GIS
98% ALI to Road Center Line
0 Critical errors
Moving to GIS Derived MSAG –
Informational Webinar May 20
•
•
•
•

FY2021: $1,080,000
April: 8 Counties
• $66,000
Period 2: 77 Counties
• $504,000
GeoComm Contract Extension

Current Travel/Public Ed/Training Fund

•
•
•
•
•

100,000 Annually (FY2021)
Expended: $8,100
Previously approved: $41,775
Newly Requested: $7,050.00
• NENA/Shelby Co; Enhanced Caller Mgt & 911 Center Customer Service
Remaining if Approved: $51,175

Physical Consolidation Grant Approval
•

Oelwein and Fayette County
• Authorized by Iowa Code 34A.7A
• Up to $200,000 for each PSAP for actual costs associated with the consolidation
• Equal match per PSAP
• Will reduce total PSAPs in Iowa to 112
• Requested amount: $277,194.45
• $185,981 – Fayette Co SO
• $91,213.45 – Oelwein PD

State of Iowa Project Update(s)

Zetron/Shared Services – Lynn Warren, Zetron
•
•

Page Co and Linn Co will be live on Iowa Shared Services MAX Call Taking in the next few
weeks.
Disaster Recovery Truck is ready to be put into service when a PSAP has an emergency
situation resulting in the PSAP facility being unable to take calls for an extended time.

Disaster Recovery PSAP Truck Activation Process
•
•
•

PSAP Supervisor contact their local emergency management who will contact the
HSEMD Duty Officer 515-979-2200 or iowadutyofficer@iowa.gov for emergency
support.
This will initiate the process to activate the DR Truck; The PSAP Supervisor will be
contacted by DPS for coordination of next steps and DR Truck deployment.
If you have any questions about the PSAP Truck, contact:
Lieutenant Heath Hove, Iowa Department of Public Safety
515-725-6092 – Office

hove@dps.state.ia.us

There was a question in the chat requesting that the “extended period of time” be defined more
clearly to activate the PSAP truck. Blake replied that if you are looking at 1-3 days of being
down there would be mitigation efforts they could put in place to route calls other places. Three
days or longer it is probably worth the discussion, but there are no hard or fast rules at this

time. It would be a discussion point as to timing and who is available locally and from DPS for
staffing. Another question was is it available for a PSAP remodel and that is not the concept of
it, it is more disaster driven. It would be another discussion point. It is more for if your PSAP is
unable to answer calls because of a disaster. But they are happy to have the conversation with
those who need to weigh in.

•

Email lwarren@Zetron.com to subscribe with your contact information

Jack DeAngelo had a question for Blake concerning some counties telling telcos they could stop
the dual ALI provisioning. If that is correct would Comtech be updating them about what was
going on with it as several telcos at the beginning of the migration have been doing the dual
provisioning for quite some time. Blake said that was a good question and a couple PSAPs have
reached out to him as well. DeRouchey asked Bill Burnett with Comtech if they had come to a
resolution on the issue. Nothing official has been released yet. Burnett advised the half dozen
PSAPs that have not migrated yet, whichever telcos are servicing those PSAPs, then you need
to continue dual provisioning. If you are not, then you do not have to. This is something that
Burnett will confirm offline but felt that might be the best approach. Blake concluded by telling
DeAngelo that they are figuring this out and something should be coming soon, they
understand the amount of work that is going into that.

New website: https://homelandsecurity.iowa.gov/programs/911-program/

Training Funds Request
Blake had presented a request from Shelby County for courses taught by NENA entitled
“Enhanced Caller Management” and “911 Center Customer Service” for $7,050. The training
would be held June 4th – 5th, 2021 and would host up to 45 participants. Jordon Sanders from
Shelby County was on the call to speak on the request. He advised he has 26 attendees thus far
from 8 different PSAPs registered. There is still room available for anyone else interested in the

class. It will be in-person training in Harlan. Motion made by Tracey Bearden to approve the
training request. Seconded by George Griffith. All ayes. Passed.
Consolidation Grant Request
Blake also presented a physical consolidation grant application for approval from Fayette County
to consolidate the Oelwein Police Department with Fayette County and they are requesting
$277,194.45. The total project is estimated to cost $554,388.91. Chief Jeremy Logan with the
Oelwein Police Department was on the call to answer any questions. Blake advised that one
question the county had was, since they are not requesting the full amount, if there are
additional costs determined prior to project completion can they then claim this up to that
$400,000 amount. That is $200,000 per PSAP that they are eligible for. Blake said he had no
issues with it but encouraged some discussion for any other perspectives on it. Chair Rotter
responded that he would be surprised if there were not some costs that haven’t been realized
yet and he did not have a problem if they had to come back again since they had not reached
the maximum amount allowed yet. Bearden agreed that if they did their due diligence and it
seems they presented a thorough application, she also had no issue with it.
Jeff Anderson asked Blake if he would give his recommendation for approval of this as Program
Manager and he said he would. This is for actual costs, and they will be documented. Blake did
advise one thing of note reference surcharge funds. Normally surcharge is not allowable for
personnel costs and there are some personnel costs documented here but in his mind that is
being used for their match. He stated we do want to incentivize this and encourage it; it is not
coming out of the surcharge it is coming out of the match and there definitely are personnel
considerations. Chair Rotter agreed with DeRouchey and thought that this fits the intent of the
grant process. Motion by Jeff Anderson to approve the consolidation grant request between
Fayette County and Oelwein Police Department. Seconded by Tracey Bearden. All ayes. Passed.
Technical Advisory
Jack DeAngelo advised he had a non-technical note and another interesting statistic. According
to a recent article by the Iowa Capital Dispatch, Iowa has logged in about 37,000 fraudulent
unemployment claims since 2020 and we are seeing that in the telco industry as well. Obviously
due to COVID-19 pandemic, these claims are specifically tied to identity theft. People have filed
claims pretending to be real Iowans or may not be jobless. We have had several Iowa
Communication Alliance telcos complain about this. He thought he read an article that several
911 centers in the state and across the nation are having the same issue. The states are
struggling to cope with the unprecedented spike in these claims and are overwhelmed. It is
unfortunate that when we have a crisis come up that we have so many bad actors involved.
Chair Rotter added that they had one of their employees in the dispatch center have their
information used fraudulently to apply for unemployment in the thousands of dollars. It is a real
thing, and it is out there in a big way.

SWIC Chris Maiers gave the following update
•

•
•
•

•

•

•

•

•

Update on our TA Requests. Several have been approved:
o Virtual COML Course July 12-16. We are limited to 15 seats for this one. A statesponsored in-person COML will likely be this fall.
o Iowa FOG development – Had our scoping call with CISA. Meetings and work will start
on this soon.
The East STR work is complete. It will be staged at its normal spot in Johnson County.
The West STR deployment in Clinton is still on-going. We just completed a move of that STR to a
new location in Clinton which has greatly improved the coverage footprint.
ISICS Regional Training –
o Look for a virtual announcement soon.
o Pilot in-person training for RIC2 is set for July 2021. Details will be forthcoming
o Still offering one-on-one PSAP and agency-based training for the interoperability talk
groups and StatusBoard, and we have been able to do this in-person and virtually. Let
me know if you want a session or two.
o There is no cost to the agency for this training.
ISICS applications approved last month:
o Butler County – Level 3
o Jo Daviess, Illinois – Level 1
o Johnson County (update) – Level 2
o Plymouth County – Level 3
o Marion County EMA – Level 2
ISICS application up for approval today:
o Harrison County – Level 4
o Osceola, City of – Level 2
o TIP Rural Electric Cooperative – Level 2
Standards and Policy Updates:
o Both the 700 MHz Air to Ground Channels and ISICS Standard 1.5.2 were approved last
month.
o The LTE Deployable Policy had its public comment period close. There were no
comments on it.
StatusBoard Update.
o Had an unplanned outage last week due to a power failure in Des Moines that affected
some data servers. Service was restored in few hours. Notifications were sent to
agencies using it.
o We continue to on-board new users.
o Sign up if you have not yet done so.
Eight new FirstNet sites over the past month in Iowa:
o Mount Ayr, IA.
o Corydon, IA
o Villisca, IA
o Emerson, IA
o Corning, IA
o Diagonal, IA
o Cromwell, IA
o Near Cedar Rapids by US-151 & Mt Vernon Rd SE
No new updates for in-person meetings as of yet, but I am hopeful for this summer.

Jim Lundsted Update
Lundsted apologized for not being able to attend last month. He is currently detailed to cover
the five states in CISA Region 6, which includes Texas and several states in the southern part of
the US, and places a lot of demands on him for meeting attendance. He had two key things to
discuss. Currently they are working with the SAFECOM and National Council of Statewide
Interoperability Coordinators on a project to update the interoperability continuum. This has
been their guidepost document to identify interoperability and Chris Maiers is on the working
group which is part of that. They anticipate that being released for public use sometime in the
next 60 days. The key is the five principals of interoperability are unchanged, we have just
added some defining comments, including some better definition related to technology.
In referencing technology, their hallmark interoperability guide called the National
Interoperability Field Operations Guide or NIFOG is being released in a new version. This is a
completely new version; version 2.0 and they anticipate that will be sent out for final review to
SAFECOM and the NCSWIC group tomorrow or early next week. It should go to print sometime
this summer and hopefully will be available for distribution in printed form to communications
unit personnel sometime in the July to August timeframe. The document is being reformatted
and it will be slightly larger, about an inch longer. A couple of their key leaders on this have
been working work stakeholders and specialists for about eight months on this product.
Lundstead was just chatting with the lead on it before joining this meeting and they think it is
very close to being final and ready for prime time. It will hopefully be out for review and
comment next week.
Lastly, he wanted to remind everyone that we all know ransomware is in the news. It does not
matter if it is the Colonial Pipeline or the agency next to yours. He was involved in a Cyber
incident response request last week from a major city in Region 6 and just to give an
understanding of the scope of this, the IT Director he spoke with has some 400 physical and
virtual servers. This is for that community and for all of their business lines. They were
impacted by a specific ransomware that he was not allowed to disclose yet as it is an active
investigation. Because it impacted the domain name services routing capability within the city
they were advised to disconnect from the internet. It took some time to do so, and it actually
crept forward towards their PSAP to the point that they lost records and CAD was impacted.
The message is what is your fail over plan and have you utilized it recently? One of the
individuals involved in this response briefed the SAFECOM/NCSWIC meeting early this week and
you can still hear the stress in their voice as they are trying to describe their recovery plan. In
many cases ransomware is so impactful that the solution is simply to go offline and rebuild from
offline backups, or start with new equipment. Do not give up to paying attention to ransomware
and be aware of phishing, smishing or any kind of attempt to get into your system through
accessing a bad link. Be prepared to exercise your backup plan, and what is your backup plan in
the instant case and in the long view if you are forced back to manual processes for a couple of
weeks. They are intensely aware of the increased impact of ransomware over the last several
months and will continue messaging on this to our emergency communications partners for the
near term.
34A Update
None.

Baseline Knowledge for 911 Communications
None.
Legislative Issues
None.
Unfinished Business
None.
New Business
None.
Travel Requests
None.
Business from the Floor / 911 Issues at the PSAPs
None.
Next meeting date will be June 10th,2021 at 9:00 AM with a location to be determined if in
person.
Chair Rob Rotter asked for a motion to adjourn the meeting. Motion made by Jeff Anderson.
Seconded by Mark Murphy.
Meeting adjourned at 9:43 A.M.
Cara Sorrells, Secretary

